3 Http://act buaa.edu.cn
y I | L ) 4

F1TE FTEFIITHHE
AR 55 ER PEa ez N

- i@
EFRMEMRKE




BEFFHIZIESAT N

#include <stdio.h>main(t, ,a)char *a;{return!0<t?t<3?main(-79,-

13,a+tmain(-87,1- ,main(-86,0 a+1)+a)) 1,t< ’?main(t+1, ,a):3,main(-94,-
27+t,a)&&t==27 <13’?ma|n(2 +1,"%s %d %d¥n" ):9:16:t<0?t<-

72?main(_t,"@n'+# /*{}W+/W#cdnr/+ {}r/*de}+ /*{*+ Iw{%+,/w#qg#n+,#{l,+,/n

{n+,/+#n+ [#¥, #q#n+ [+k#;*+ [t 'd*¥ 3, H{w+K w'K:'+}e#';dg#'l

¥q#‘+d'K#!/+k#;q#'r}eKK#}W'r}eKK{nI]'/#;#q#n'){)#}w'){){nI]'/+#n';d}rw' | #

¥UnItn{n#"; r{#w'r nc{nl]'/#{l,+'K {rw' iK{;[{nl]'/w#g#n'wk nw'

¥IWK{KK{nl]W/w{%'l##w#" i; {nl]'*{g#'ld;r'}{nlwb!/*de}'c ¥;;{nl'-

{yrw]'/+ " *HENc, #nw]'/+kd +e}+; # rdg#w! nr'/ ") }HHri#{n" )#

¥Y+ (1) 1<-50? _==*a?putchar(31[a]):main(-

65, ,at+l):main((*a=='/")+t, ,a+1l) :0<t?main(2,2,"%s").*a=='/"||main(0,main(-

61,*a,"!ek;dc i@bK'(q)-[w]*%n+r3#l,{}.¥nuwloca-O;m

vpbks,fxntdCeghiry"),a+1);}

Thomas Ball, The Concept of Dynamic Analysis, FSE’99
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— WorkloadsgkTestcasesIFEEE
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- ETEREFESITA
 TIgE
— RSIBER(Tracing), 1IE8& H7&E(Logging)
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— E#Mlworkload TEMMEBEEFITA

° E§i§b1qﬁﬂﬁliibmﬁf£}1§f
- WEBITRRSHIE, REBERELITHE—SNZEES
AR, LZINERERBIHFE
- HERE
« ZPRTworkload, REEBEZE—EREEFITA, TARKLXIEAE
Y ERPEa(false negative)
T« AIET AL Trigger, #IAXIIEERE T R ER (false

positive)
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- PIEAEIEESHT(Profiling/Tracing
Analysis)

°* A

3 B4 pin)RE, ixBEi&E/workload, HE¥EHE
KELFEHRE, KEAE
o KERHEIE. Z&KFFE. FiE. 180, TEMHIFTREF
o XFAMAEIA. BEIFEFAPIHERZE
- KFEIFEFE, LkWATE. CPU. ZKiZHE
o KFHITRIBIFNIA BDR ESF

K| R 43 #fr(Causality Analysis)

B, BYRNEGZERA#X R

—— ¢ Profilingittz. 32, FEHLUKEEGE, WEEBRERXR

- RBKRBHE R F T, HEEMEFEdata race
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— #AInstrumentation{X %8 F EX
- K ETEEE

For any Method such as void * (int, double)

void insertAfterFunEenter (void *this, void *callsite)

{
int a=$0, double b=$1 then log /* called on function

entry */
}

void insertBeforeFunExit (void *this, void *callsite)

{
int a=$0, double b=$1 then log /* called just

before returning from function */

}
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- AspectJ: Javaid 5 FIAOPHEZSE
— ﬁ%*ﬁl%y 3%&1]"7’5% aspect VisitAspect {

void Point.acceptVisitor(Visitor w) {
v.visit (this);

}
}

- EXVIH

pointcut set() : execution(* set*(..) ) && this(Point);

— After¥]Eset)#{TDisplay.update()

after () : set() {
Display.update () ;
}
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- 5ERBEAMN, EIVVERENITHEER
- BREEXGALETL
— ClassX#LoadBIVMEHITHREMISEL

« JVMBClassLoaderigf&
— &%iClass load [ sstap Cosson l
Load classes fro m_'IRE,-"Ih;’t_]

— RIfClass load
. FHEROESH *
- ﬁ]?ﬂ%hﬂﬁCl aSS [ Application ClassLoader : ]
. ﬂ‘ H#{%&Cl aSS Load classes from CLASSPATH, -classpath, -cp, Manifest

Bo
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. Java agent#l &l
— JavaZ#Hiihnagent2iars
— AgentERSEWpremain53E
— Ei—'-iJVM load— 1 ETRYClasskE, #<iERpremain
=

e

loadAgent

. com.sun.tools.attach VirtualMachine  agentmain X
detach - 5 _ Agent class
premain .

Agentmain-Class

Premain-Class
~ARAIX —

Boot-Class-Path | META-INF/MANIFEST.MF SRR
;7 Packaging
_Can-Redefine-Classes

Can-Retransform-Classes

o —

How to avoid packagipg=iTdevelopmen
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STEHLE(2)

e Class Transformer

— #kAESCH Transformeri®E0, EX BCEH/RIClass
Transformer3€

1. Premain

2. addTransformer

5. redefineClass

4, transform

ClassFile

2. When Transformer

loading...

Shalaleta

IR L e
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e Class#{E: JavassistE
— Java BytecodeIR{EER
— BERTRMBFETR

ClassPool pool = ClassPool. getDefault () :

CtClass cc = pool. get("Point”) :

CtMethod m = cc. getDeclaredMethod ("move”) :

m. insertBefore (" { System. out. println($1) : System. out. printIn($2): }”):
cc.writeFile() :

- BERRIERIE
. F5iEminsertBefore,insertAfter
o fETIEE
« EMEFTREFEFE M
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» Class#{E: JavassistFE
— Bytecode level Operation, XfClass3XHFTHAY

B4E, —RBTHERETracing

 Heap Read/Write
— #EmintEE, HEAREE

ConstPool cp = ... ; // constant pool table
Byvtecode b = new Bytecode(cp, 1, 0):
b. addIconst (3) :

b. addReturn(CtClass. intTvpe) :
CodeAttribute ca = b. toCodeAttribute () :

— B&&3%IVM Specification 34
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- 5 {ERGHBXx, —HRX86-Win/Linux

o T LEEEI|FSITR b=
- BC4w, BEXIR
— FEIRFPIEANInstrumentationfth FE&
— JIT4RiE, BIFERIDBINIT

Client
Client Valgrind tool
OS 0S5
Machine Machine
(user-level) | Machine (user-level) | Machine
N : (system-level) : (system-level)
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- LD PRELOADMETE

- IR IE], FREINE HEXHC/C++EEXHF
- BFERRR TR B E R

- AV BERMESCEBIESRHE, AMEHEA
InstrumentationfXIBF ., ERITHREEIERER

» BlF: FREFEFmalloclEE

— LD _PRELOAD=/path/to/my/malloc.so /bin/Is

¢ Tl
"

- BRAE, ERTISERNER
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 ValgrindFiELE

- ¥ EFx86/Linux. AMD64/Linuxs ARMG64/LinuXx-
MIPS32/Linux, MIPS64/Linux&s

— IR InstrumentationF1J I T4wmiFE

- B E Mtools
— lEinMemchecker(W B FIEEE), Massif(heap
profiler)&&

» BPATAFZBE X Kprofiling TR
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he..m.tmmmmd@mput.ngmhno ‘{e’ -\ V.45 W W
E R #(Causality AnaIyS|s)

» LRI E SR SEFRITINF
— Lamport Happened-before x RIS

+ Tracing HEEEE
iz ZERSIEMMIT
—$#mﬂvﬂﬂﬁ
— HBRR & X RN

* PR AR ki E
- & B

-4 E—HEMEERRNEEAF, FE%E. &
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DCatch: javaigd &

— EFJavassistSCIf
— XHFRKARRGRHE RO

Inter-Node Intra-Node
APP Sync. Async. Custom  Sync.  Async.
RPC Socket Protocol Threads Events
Cassandra - v - v v
HBase v - v v v
MapReduce v - v v v
ZooKeeper - v - v v
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B ENTSIT AR EREEE
- N7FERBE
— Heapii i &P (Out-of-Memory)

— APITH<BYM4 BB BRPE
E?Pﬁkﬂaﬁ}ﬂﬂ

H & #BEa(Concurrency Bug)
— St B SRBA(Timing-of-Fault Bug)
— (RBEEF/E] 2514 sE R Pa M HL AR #E BB

(Loop/Synchronization Performance Bugs and
their Cascading Bug)
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- B IARERPE(Valgrind Memcheck)
- AfFm
- At E

#include <stdlib.h> I

==19182=— 40 bytes in 1 blocks are definitely lost in loss record 1 of 1
void f(wvoid) ==]19182== at OxI1BBFFSCD: malloc (vg replace malloc.c:130)
1 ==19182== by Ox8048385: f (a.c:5)
int* ®x = malloc (10 * 5] =——18182== by 0xB04834B: main (a.c:11)
x[10] = 0O: ff problem 1: heap block overrun ’
1 S problem 2Z: memory leak —- X not freed

int main (void)

{ ==]18182== Invalid write of size 4
£(): ==]189182=—= at OxBO04B838F: f (example.c:&)
return O: ==]18182=—= by O0xB04B3ABR: main (example.c:11)
3 ==189182== Address 0x1BA&45050 i= 0 bytes after a block of =size 40 alloc'd
==]18182=—= at OxI1BBFFSCD: malloc (vg replace malloc.c:130)
==]189182== by OxBO483ES5: f (example.c:5)
==]18182=—= by O0xB04B3AR: main (example.c:11})
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* Heap Profiling
— I HeapRIEMAFE KD
- SR KRRME
» FHESHr: Javassist Bytecode HR{E
— GetField
— PutField

« IR
- G REFERIENTFTH
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» RGRBE=APIIBH
— XHiIESihE): file-related
- MLRARHIAPI: socket-related/http-related
- KBELEH: array-related/hashmap-related

« ZHWBSHT: JavassistER{E
— Method invocation
— Parameters capture
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1T FF ) BE % £ U 38

-A5BH % : LIAAEBZEIAA, {BSCFRAIGEBTEAZ AN
R, NTISHEIR
- Bl B&IE

1 Thread 1::
old init () {

1 Thread 1::

3

2 1f (thd—->proc_info) { 1 mThread - PR CreateThr ead (mMain, ...);
s 0w 5 .o
fputs (thd->proc_info, ...); 6 }
- 7

6 1} 8 Thread 2::

vold mMain(...) {
B Thread 2::

0 ..
9 thd->proc_info = NULL; 1 mState = mThread->State;
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» MPBRMIEESB/ERKBIRIERMEF,
1T FF ) BE % £ U 38

-A5BH % : LIAAEBZEIAA, {BSCFRAIGEBTEAZ AN
R, NTISHEIR
- DHRERS: BTHa. HEMEE

NM AM Client
Submit T

(1) Assign Task T

L
( )G'Et TaSk T - - -

rEPEate d) w’

v

Figure 1. A Hadoop DCbug: Hang (buggy) if #3 happens
before #2, or no failure (/) if the otherwise.
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- EARSH
- SR EAEERRIER AT

« Data Race
- BRIEAFIBE X El— MBI B
-ASBELF—ITRERE
-ASBAEFERER (AR, "I3H1T)

- BUE X R YR
* HeapX&
« K
« T
o RABIXR
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H & ERBE(4)

« WEITEProfiling
- Heap Xt &

- Javassist bytecode43#ft

- Kz
. JavassistZRZtAP | 34

- A

« JavassistzE = JAP| 34

- TRABITR

« JavassistzE = FAP| 34

i



P Al
& "
» / \
A A : LS \ A

S BT kP (1)

» N ARGRIA LM (Faults)

— Node crash
— Message drop

I _A-
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* Time-of-Faults(TOF) bugs
— Trigger: a component failure (fault) at a special
time
— Error: unexpected system state left by the faulty
node

— Failure: system hang/failure due to improper
handling of the unexpected state

ﬁ%ﬁ FERPa: MR EERNEHSBNRS

HEK

19
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c PHRARGEPRRER
— B ARNREA T EFE L F
— BIEHLAIEK

— Google Report: servers will crash at least twice
yearly (2-4% failure rate)

. RO MERE
- SRR &
- BT R
S BRBOR P
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—————————————————————————————————————————————————————————————————————————————————————————————————————————————————

transitionToOpened

While(!this.serverisStopped()

& & RIT.containsKey(Meta))

{ = RIT.remove(l\JIeta}ﬂir,-
WaitForUpdate(100); k’o !
i Blocking ;

( HMaster ‘ [ ZKWatcher ( openRegion ‘i

run EventHandler Handler !

| transitionZookeeper i

OfflineToOpening i

assignMeta i

openRegion

processRegionInTransition RIT.put(l\iIeta, E
AndBlockUntilAssigned() { OPENING) |

If RegionServer crashes\
before sending

) dependency transitionToOpened msg,
| HMaster will hang
| in while-loop )
HMaster egronserver .
ir ________ i Different node l/ One thread run O Operation RIT: RegionInTransition,
(R one map in HMaster
[: Thread name \:f Message . Message sending

Simplified
source code

L Dependency
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_____________________________________________________________________________________________________________

_________

[ S ‘ Redlgjnl"ask Container . . | Differentnode
. (TaskAttemptId-1). [: Thread name
commitAttempt ! . Task Run :
=null J/ One thread run
commitPending RPC ! | M
| commitAttempt O\ TSRS F ey (TaskAttemptId-1) ’ v eesage
= TaskAttemptId-1 i ~ !
. P . |
. | iCommit . \\ ! ¢ Crash
| Task \ !
L,;!—----"-: 1 Crash-triggered

1
A4 Recovery

O Operation

If container crashes after\

sending commitPending
RPC,

recovery cannot commit

so the job cannot finish )

commitPending RP
(TaskAttemptld-2

getTaskAttemtld
| (TaskAttemptId-2)

commitAttempt
= null?

Kill Container
(TaskAttemptId-2) |

___________________________

Commit

MRAppMaster(AM)
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Crash- Regular TOFE}&BH

————————————————————————————————————————————————————————————————

b
W 50sand R should have blocking happens-before relationshipl'! (W - R)!
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 Crash-Regular TOFﬁ}&BEJI?’}FIIJ

- B R4,

S H

I THERAEATIB

- 19&1’EA%1#1951’EBE<JA$ =
« Crash-Recovery TOFERBe# M
— One crash injected tracing
- B{EBJE Trecovery PRYIERRIE
- BR{EAR Fnormal run PRI E#R{E

- ASBR{ERE

— AN

BITR
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» Failure siteBa?S9#T: slicing#hr

— Crash-Regular TOF&kPg:
« EIEAR—Blockingi®{E: Singal/waital# while(condition)
— Crash-Recovery TOFHpHE:
- #{EBJE Trecovery R HIiSR{E, H HEA™ERfatal errorfik
BIZIERRAE
 Failure toleranceff&S9o#h

— Crash-Regular TOF&kPg:
- Singal/waitsl# while(condition) & 5 77 fEtimeout L]

— Crash-Recovery TOFHpH:
« |f-checker: fatal errorZ B B & B IR TS HI B
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 MEgEProfiling
- Efioverhead# XA X
- ZR B X5 EF e & E B X iEHE X

- RBXEAIGENER: EHREH. FElockAIiFiE]R
BMFFRY

- f&Ef
- PR FH BT S
- B
- Prlock BT R BORLE
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R: BR7h
%i«‘%‘f&éﬁﬁl‘ﬁlﬁﬁ o] AR

TaskTracker (TT)

St t3 t4

| Maun a(2) B(B)F;‘%t

function

F|Ie copy%"’"\’ﬂ :@(11) 8 (12 |

' OOD W W 3“3)
fmn) ¢ ) S 2 :

ql'l_Eartbeaﬁ ( )?fh i
: (RPC) 5 ; ' 5

_______________________________________

y Figure 1: A PCbug in MapReduce: the client’s job delays
heartbeats through lock contentions and causes the whole
Tasktracker node to fail.
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» FESHIEK
- FIEI X R BT HEEF
— FIBTRMEB R B EFEJob-driven BYE Rk #:
— G R TIRFET 5]

» —fix T ERBERY I 2B RE AL

- FPaAYRoO0t CausesyZEFailure Sites#r
— R EE GRS tTiE—E AL
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